
Changes are afoot in the new year for data 
protection in the European Union, with the 
advent of the EU General Data Protection 
Regulation1 (the GDPR).

The EU Data Protection Regulation

After years of tough negotiation between Member 
States, the text of the long awaited GDPR has 
been agreed by the European Parliament and 
Council. In talks on Tuesday 15 December, 
Member States’ representatives agreed a 
compromise text. Subject to a positive final vote 
by the European Parliament in the new year, the 
Regulation will become law in approximately 
two years’ time. The Regulation will be directly 
effective across all EU Member States, and the 
hope is that this will provide the “one stop shop” 
for data protection which will clarify the position in 
the EU. The precise wording of the draft may yet 
change, but the essence of the text should now 
remain as currently drafted.

Some of the key provisions of the GDPR are as 
follows:

1.   Large fines and criminal penalties 
Under the new regime, businesses could be 
fined up to €20 million or 4% of annual global 
turnover in the most recent financial year, 
whichever is greater. For infringements not 
subject to administrative fines, Member States 
have the power to set their own penalties, 
including criminal penalties. Under the current 
regime, Member States determine the fines, 
and/or criminal penalties, at local level. The 
UK data protection office, the Information 
Commissioner’s Office, currently only has the 
power to impose fines of up to £500,000 for 
serious breaches. The much higher potential 
penalties under the GDPR will necessarily raise 
awareness of data protection obligations and 
encourage businesses to comply.
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2.   Extra-territorial applicability 
Businesses located outside of the 
EU will be subject to the GDPR 
if they offer goods or services to 
individuals located within the EU, or 
if they monitor individuals’ behaviour 
which takes place within the EU, 
for example via cookies. This is a 
key change from the current regime 
and it is likely to make many more 
international businesses subject to 
the EU data protection regime.

3.   Application to controllers and 
processors alike 
Article 3 of the GDPR clarifies 
that the Regulation applies to the 
processing of personal data by 
both EU and non-EU controllers 
and processors. Currently the 
Data Protection Directive imposes 
the majority of its obligations 
on controllers only. This wider 
application, combined with the 
extra-territorial reach of the GDPR, 
increases exponentially the number 
of non-EU businesses which will 
need to be aware of the provisions 
of the GDPR and to comply with 
them. Allocation of responsibility 
between controllers and processors 
will become more relevant.

4.   “One Stop Shop” – lead 
supervisory authorities 
The GDPR aims to create a “one 
stop shop”. Where a certain 
processing activity affects data 
subjects in more than one Member 
State, the supervisory authority 
in the main establishment of the 
controller or processor, namely the 
country where the bulk of the data 
processing takes place, will act as 
a “lead supervisory authority” and 
will regulate that particular activity 
across the EU.

5.   Harmonization and the European 
Data Protection Board 
The GDPR encourages 
harmonization of its application and 
enforcement across the EU. Joint 
operations between supervisory 
authorities from different Member 
States will be encouraged “where 
appropriate” and a European 
Data Protection Board will be 
established to seek to ensure 
the consistent application of the 
GDPR across the EU. The Board 
will include representatives from 
each Member State, and its tasks 
will include issuing guidelines, 
recommendations, and opining on 
supervisory authorities’ application 
of the GDPR. It will advise the 
Commission much as the Article 
29 Working Party does under 
the current regime, but the new 
Board will have a separate legal 

personality and will have the power 
to adopt binding decisions in 
disputes between Member State 
supervisory authorities.

6.   Registration as a data controller 
Registration as a data controller will 
no longer be necessary. However, 
data controllers and processors 
alike will need to maintain internal 
records of their data processing 
activities. Data controllers may also 
be required to carry out a “data 
protection impact assessment” 
before processing personal data.

7.   Processing children’s data 
Member States were unable to 
agree on a proposal that parental 
consent will be required in order 
to process personal data of 
children under 13. The last minute 
compromise is that each Member 
State will be allowed under the 
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Regulation to set their own limits for 
the age at which children no longer 
need parental consent. This can be 
set at any age between 13 and 16. 
This may drastically reduce young 
teenagers’ use of social media, 
and create particular difficulties for 
global technology firms.

8.   Requirement to notify breaches 
The GDPR introduces a general 
data breach reporting requirement. 
Data controllers must notify 
personal data breaches to the 
competent supervisory authority, 
where feasible, not later than 72 
hours after becoming aware of the 
breach, unless the data controller is 
able to demonstrate that the breach 
is unlikely to result in a risk for the 
rights and freedoms of the data 
subjects concerned. Notifications 
must also be made to data subjects 
“without undue delay” if the breach 
is likely to result in a high risk for 
their rights and freedoms.

Businesses should start to review 
their systems, contracts and policies 
now, and consider what changes will 
need to be made in order to ensure 
compliance once the Regulation goes 
live in two years’ time. Businesses 
should assess the potential impact on 
individuals’ privacy before starting new 
projects, and build privacy principles 
into the design of their operations. 
Failure to do so may leave businesses 
exposed to severe penalties as well as 
reputational damage.
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